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Making sense of cyber warfare requires understanding the cyber domain.
The inherent characteristics of the cyber domain make it challenging to
determine the implications of cyber warfare on national security policy.
Accurately defining the cyber environment is essential. Understanding how the
environment functions and behaves as well as understanding the implications
of concepts, like convergence (the integration of multiple technologies into a
smaller number of platforms and the increasing blending of the virtual and
physical worlds), help frame the big picture.

The cyber environment shapes the “warfare” part of cyber warfare.
Unfortunately, discussions about cyber warfare have been polarized by
commentators, some who believe that a “cyber Pearl Harbor” is inevitable and
others who believe just the opposite. Reality lies somewhere in the middle. It is
important to remember that warfare is an extension of politics and that this
axiom applies in the cyber domain. Operational planning must take into
account a spectrum of threats. Understanding the implications of complexity
and the intentions of actors in the system will be key to developing effective
cyber warfare strategies.

Introducing the cyber domain: complexity and openness

What constitutes the cyber domain?! The Internet, of course, but also
much more. The cyber domain includes the Internet’s organizing architecture,
devices connected to the Internet, and wired and wireless networks. Some of
these networks are managed by government and private sector entities, some
connected to the wider Internet and some that are not. The scale of the Internet
makes it difficult to comprehend. This leads to an overreliance on imprecise
analogies. While the Internet is technically the first purely human-created
domain, its structure can be difficult to conceptualize. Rather than existing
within finite borders, it mimics other natural systems such as bacterial
colonies and expanding galaxies, where billions of nodes expand in all
directions.2? As a result, the cyber domain, principally networks of networked
computers, operating on a ubiquitous data transfer protocol, is both
interactively and structurally complex.3

Complexity makes the cyber domain difficult to study. Structural
complexity results from the exponential growth of computing power and the
number of devices connected to the Internet. Interactive complexity derives
from human involvement in the system. Exponential technological change has
made the environment more complex than ever. The numbers exemplifying this
change are astounding: over 2.1 billion people connected via the Internet, 1.8
zettabytes of electronic data created in 2011 and 555 million total websites.



The number of mobile devices connected to the Internet is projected to
outnumber the total people on the planet in 2016.4 Transaction of information
between any of these devices is possible, leading to a multitude of interactions
and consequences humanity has yet to fully understand.>

Security was not a part of the original design of cyberspace. The cyber
domain was designed for openness. Standardized protocols for data
transmission make up the glue that holds the Internet together and domain
name services help to direct data to where it needs to go. A design focused on
openness means that security is not inherent in the system and must be
grafted on after the fact. There was little concept of mass computer malware
when the protocols were developed. Networks and the software built on top of
them ride on an inherently open backbone, and as a result, multiple layers of
security need to be built in to ensure system and data integrity.® Widespread
vulnerabilities are akin to deficiencies in the human immune system. The lack
of genetic variance amongst human beings means that contagious disease can
affect a lot of people. Cyberspace has a similar kind of genetic uniformity: the
ubiquity of operating systems like Microsoft Windows running programs like
Internet Explorer means that unaddressed vulnerabilities will be widespread.

Describing the cyber domain: convergence, the human element,
speed, and asymmetry

Beyond complexity and openness, several important characteristics of
the cyber environment shape cyber warfare, including rising levels of
convergence, the speed of interactions, the inextricable human element, and
the empowerment of the individual within the cyber domain.

Convergence is an oft-written about, sometimes understood, and much
maligned concept. Convergence has referred mostly to the seemingly inexorable
march of the integration of digital technologies into fewer and fewer delivery
platforms. For example, the distinction between email, television, and voice
communications has been blurred by the wide-scale adoption of smartphones
capable of all three functions operating on Internet protocols. Convergence is
also the blending of the virtual and physical worlds. As more systems are
connected to the wider Internet for purposes of efficiency and convenience,
many physical objects will have a presence in the virtual world. At one extreme,
virtual deletion becomes the equivalent of physical destruction. For example,
most of the world’s finances exists as data only, and fixing data corruption
would be reliant on electronic data in the absence of physical records.” The
merger of the virtual and physical worlds has also extended to humans and
technology. Convergence also means that vulnerabilities currently identified in
computer programs that control physical entities like industrial control
systems (ICS) will grow more widespread.® ICS is the umbrella term for a class
of electronic systems that control a wide-range of infrastructure such as water,
gas, and electric systems. In an inherently open system convergence means
more virtual vulnerabilities some analogous to physical ones.



The human element is a fundamental part of the cyber domain that
cannot be ignored. Because humans built the cyber architecture, it will be
inherently imperfect. In addition, enforcing security measures such as
installing anti-virus software, creating hard passwords, and rebuffing social
engineering tactics like “phishing” all fall upon the user. And in most cases, the
software itself has bugs and holes in it, whether it is running as an operating
system or at the application level.

Speed is also an important element of the cyber domain to consider when
operating in cyberspace. Action in cyberspace can be faster and lead to further
reaching geographic effects than in other domains. However, the operators of
computer systems are humans who do not work at light speed. Humans act as
functional constraints on the environment to the extent that they are in control
of the device and program in operation. While electrons move at light speed,
bottlenecks in network architecture and the average processor speed across a
data route are also constraints. Finally, while electrons are faster than ground
forces, when operations in cyberspace support wider-scale military operations
in other domains, the boots constrain the pace of operations. The main effort
ultimately dictates the effectiveness of the electrons as well.

The cyber domain is an operating environment in which the effectiveness
of the individual is amplified because of automation, the agility of small groups,
and the spread of knowledge across geographies. An individual operating
anywhere in the world with an Internet connection can commandeer a large
and oftentimes unwitting botnet (a group of computers clandestinely and
remotely controlled) to conduct denial-of-service attacks. An individual can also
create a program that replicates and spreads on its own, through the same
vulnerability. Because knowledge transmission is now nearly costless,
individuals in loose networks can rapidly learn the most effective attack
techniques and exploit previously unknown vulnerabilities. Such loose
networks and networks of networks begin to exhibit emergent intelligence,
replicating centrally directed action where no such authority exists. This means
that individuals such as the group Anonymous, using a botnet, can have the
same impact as computer operatives who took down large numbers of public
and private Estonian networks in 2007.9

Lastly, the asymmetry between the resources, costs, values, stakes, and
organization of groups like Anonymous as compared to government
organizations such as the United States Cyber Command stems from an
environment that is more amenable to virtual insurgency than it is to
conventional warfare.10 Because of the open design of the cyber domain,
defense is inherently more costly and time consuming than offense. Also,
expensive and highly technical cyber weapons developed by governments can
be easily and inexpensively repurposed by others in the cyber domain.
Asymmetry in the cyber domain generally favors smaller and more agile actors.
These actors often don’t have a permanent physical address and can mask
their virtual ones. This is a key point that large bureaucracies must embrace in
order to develop effective mitigation strategies.



Cyber Clausewitz

The primacy of politics in the execution of any kind of war means that
war is ultimately a contest of political will. When strategies are properly
developed, political objectives will be the ultimate goal of cyber warfare. Some
commentaries on cyber warfare focus on the unique features of the cyber
domain, while ignoring the idea that war is an extension of politics. In the
arguments about whether or not a “cyber Pearl Harbor” is inevitable,
commentators rarely consider the idea that such an extreme action would be
undertaken for political purposes.!! Similarly, when cyber terrorism is
discussed, a “cyber 9/11” is described as either impossible or inevitable.12

A “cyber Pearl Harbor” is unlikely to occur unless the benefits of taking
such an action clearly outweigh the costs for a state. For example, integration
of state economies raises the costs of unilateral action. Some seem to think
that the plural of cyber attacks is cyber warfare, but we shouldn’t forget that
warfare requires a political objective. Even terrorist acts are designed to achieve
some kind of political or religious objective, whether it be demoralizing a
populace or forcing a government to negotiate, not merely destruction for
destruction’s sake. Understanding the intentions of adversaries is paramount
and so is recognizing the extent to which an adversary might be dependent on
other actors in the system. In the hyper-integrated world in which we live, not
taking into account dependence leads to missing a key factor in the likelihood
or unlikelihood of the outbreak of war. Lastly, cyber warfare need not occur at
the extreme parts of the capability spectrum. Focusing the discussion on
extreme scenarios only serves to polarize arguments and obfuscate real
dangers that exist.

The current state of play

Have we seen cyber warfare already?!3 Purported Russian actions during
the 2007 conflict with Estonia are the earliest and most oft-cited example.
Some experts believe the employment of cyber tactics during the 2007 Estonia
dispute was more akin to cyber conflict, not rising to the threshold of war.14
However, states and populations were not as dependent on the cyber domain in
2007 as they are now. Cloud computing was just getting its start and
dependence on the Internet for commerce and banking was vastly different.

The inherent vulnerabilities in the cyber domain, coupled with the
development of capabilities by various actors (some with malign intentions)
means that cyber warfare is a very real possibility in the future. Any national
cyber strategy that seeks to deal with the cyber environment must take into
account the risks involved if vulnerabilities go unaddressed. Based on our level
of dependence on the cyber domain for both national security capabilities and
the functioning of daily life, the risks are great.!5

But what is the current level of threat? This is difficult to define for
several reasons, although we can say for certain that over the past two years,



attacks on major networks and systems have been steadily increasing, in both
public and private sector situations.16 Exact statistics with regards to attacks
are difficult to collect and analyze, and a focus on attack statistics glosses over
the more insidious threat of undetected attacks and unexploited software and
hardware vulnerabilities.1” Different organizations and sectors may harbor
parochial interests with regards to inflating or diminishing the threat picture.18
Whether those interests are bureaucratic or profit-driven, threat analyses must
be aggregated and distilled to get a more holistic and unbiased understanding
of the current state of play. It is also possible that large-scale attacks may look
vastly different from what has been experienced previously.!?

When it comes to cyber warfare a spectrum of threats and tactics exist,
from denial of service and disruption to the destruction of physical hardware
connected via industrial control systems. This spectrum of threats touches all
of the other domains of warfare—ground, sea, air, and space.2° The economic
dimension is tremendous as well - General Keith Alexander, head of both U.S.
Cyber Command and the U.S. National Security Agency, said existing cyber
threat and cyber attacks constitute the “greatest transfer of wealth in the
history”.21 For a U.S. defense establishment that is so dependent on an
overwhelming economic and material advantage, this amounts to a virtual
“death by a thousand cuts”.22

A reasonable conclusion is that we could suffer from a wide range of
possible attacks, especially in a real world conflict that occurs across
domains.23 Cyberterrorism may also become more likely as knowledge about
industrial control systems spreads while vulnerabilities go unaddressed. Lastly,
while there has been some movement towards precision cyber attacks, complex
computer programs operating as designed could unintentionally result in
catastrophic consequences in the absence of human interaction.2#

In conclusion: educating, training and coordinating

If our cyber vulnerabilities are allowed to go unaddressed, we are leaving
the virtual drawbridge down.25 Our job now is to improve information
exchange, intelligence efforts, and security coordination mechanisms so that
we can prevent, adapt and react should the time come that critical
infrastructure or other key networks are compromised. We must act now
because critical infrastructure powers our economy and our national security
apparatus.

Moving forward, continuing to educate all military and civilian
stakeholders is of paramount concern, in addition to securing the networks
and nodes themselves. One looming problem is that the number of Americans
being trained, educated and developed within the US (including college
students majoring in computer science and related fields) is not scaling
appropriately to match the increased threat. It is also critical to educate
average citizens about enhancing the security of their own computers and
networks. A hybridized approach to cyber threat management, incident



response, and pre-planned defensive measures must be adopted in order to
develop a more resilient defensive architecture.26

In the near future, we will see more intelligence-gathering software in our
networks, we will experience more widespread attacks of various kinds, and we
should expect to encounter unintended consequences and as of yet unseen
disruptions. While in most cases the nature of future attacks may be
unpredictable, history may be a reliable guide for others. What we do know is
adversaries of various sorts - individuals, rogue groups and sophisticated
organizations - already dwell in networks and can penetrate them at will in
many cases.

We have been lucky to a certain extent. On some occasions, attacks on
critical infrastructure and other important systems have been thwarted and
that information shared with the public.2” These episodes dispel the myth that
there is no motive for attackers to go after such systems. Resilience models
prove effective in planning for recovery and response, particularly due to the
asymmetric nature of the domain and the likelihood of multi-pronged and/or
multi-phased attack patterns. Successful education in this area should include
resilience training, hands-on scenario response, as well as technical and social
engineering. The development of rapidly deployable training modules may be
extremely helpful. In many cases, the process of obtaining permission to
provide training and education programs can be a hurdle in its own right,
preventing personnel at all levels from obtaining much needed skills that can
be helpful in identifying and combating cyber attacks.

In the end, complexity and the inherent properties of the cyber
environment shouldn’t stop us from strategizing and planning.28 While the
vastness of the cyber domain currently overwhelms our stove-piped
government infrastructure, our collective understanding improves each year
although the threat continues to grow. But by building in resilience to the
system and distributing defensive responsibility to all end-users, conducting
warfare in the cyber domain will become more costly and less effective for the
attacker. Cyber warfare may not have occurred yet, but it is certainly a future
threat that must be taken seriously by governments, private companies, and
individuals. The threat is only trending higher, and by taking action now to
increase security, we decrease the risk of being caught off guard.
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