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NUCLEAR WEAPONS­GRADE FISSILE MATERIALS 

THE MOST SERIOUS THREAT TO US NATIONAL SECURITY TODAY?

COL GUY B. ROBERTS, USMC


The breakup of the Soviet Union left nuclear material scattered throughout the Newly Independent States and increased the potential for the theft of those materials, and for organized criminals to enter the nuclear smuggling business. As horrible as the tragedies in Oklahoma City and the World Trade Center were, imagine the destruction that could have resulted had there been a small scale nuclear device exploded there. 

President Bill Clinton 

US Air Force Academy, 31 May 1995

THE AMERICAN public has generally recognized the dangers of weapons of mass destruction.1 Less understood or well known is the fact that the most important threat to US national security may be the growing stockpiles of nuclear weapons grade fissile materials (plutonium and highly enriched uranium (HEU),2 much of which is uncontrolled and unsecured in the former Soviet Union. Fissile materials 3 are the essential elements for nuclear bomb making. Access to these materials is the primary technical barrier to a nuclear weapons capability since the technological know how for bomb making is publicly available. Given the already prevalent availability of technology and information associated with building nuclear weapons the greatest threat and challenge to the nuclear nonproliferation regime, recently reaffirmed by the international community with the approval in May of 1995 of the indefinite extension of the Nuclear Nonproliferation Treaty (NPT), is controlling and limiting the spread of nuclear weapons usable fissile materials. 

Controlling fissile materials is important because once these materials are acquired, construction of nuclear weapons is a relatively straightforward proposition for sophisticated terrorists or proliferant states. Even relatively unsophisticated terrorist groups could make a crude but workable nuclear bomb in the 10-to-100 kiloton range.4 One physicist involved in the Manhattan Project noted: 

With modern weapons grade uranium, the background neutron rate is so low that terrorists, if they had such material, would have a good chance of setting off a high yield explosion simply by dropping one half of the material onto the other half. Most people seem unaware that if separated U-235 is at hand it's a trivial job to set off a nuclear explosion. . . . Even a high school kid could make a bomb in short order.5
Terrorists do not need the power or precision of a high yield weapon. A low yield "dirty" device made from reactor grade plutonium in a truck could easily serve a terrorist's purposes, demolishing a small city and spreading radioactive fallout far and wide. At least one "terrorist" group has openly sought to acquire this capability.6 And a recent news account reported that Iraq, in addition to developing a nuclear bomb, had worked on a "radiological" weapon, one that would scatter deadly radioactive material without a nuclear explosion.7 Spreading radioactive materials over a battlefield or logistics supply points would obviously have a major impact on the ability of any country to conduct combat operations. 

Today there are four distinct proliferation threats with reference to fissile materials. First and foremost are the difficulties arising from the dissolution of the Soviet Union. Significant aspects of this problem are the trafficking in nuclear materials acquired from the former Soviet Union and the concomitant lack of adequate controls and accounting of fissile materials. Second is the growing stockpile of plutonium resulting from both the dismantlement of nuclear weapons and the production of plutonium from reprocessed civilian reactor fuel. Third, the inadequacies of safeguards over nuclear technologies and materials have created unacceptable proliferation risks. Finally, strategies will have to be developed to address both those states not members of the NPT with unsafeguarded nuclear facilities and those with clandestine nuclear weapons programs. 

The Former Soviet Union
and the Problem of Fissile
Material Theft or Diversion 

Potatoes [are] guarded better than radioactive materials. 

Russian special investigator

The divisive political and deteriorating economic conditions in the Russian Federation and the newly formed Commonwealth of Independent States (CIS) of the former Soviet Union have created a dangerous recipe for the diversion of fissile materials to clandestine nuclear weapons programs.8 Given the deteriorating economic situation in the former Soviet Union, scientists and engineers working on nuclear weapons programs, once the elite of Soviet society, have steadily seen their privileges erode. As a result of the loss of incentives, decline in prestige, and the lack of funds for research and simple living expenses, nuclear weapons specialists began to leave the former Soviet Union in search of employment opportunities in other countries. 9 It is the scientists, technicians, and managers, in addition to security personnel, who are best placed to take fissile materials with them when they leave for work at hard-currency-paying nuclear programs in states that cause concern on the matter of proliferation. 

Nuclear facility scientists, engineers, and other workers not only have a motive for nuclear trafficking they also have the opportunity. Security is more lax at most Russian nuclear facilities than at many ordinary office buildings in the US. The chairman of a National Academy of Sciences panel that recently studied the problem of plutonium disposition observed firsthand the continuing deterioration of basic custodial and control arrangements over fissile materials, commenting that Any day now we could wake up and read in the newspaper that enough material for a dozen bombs really has been stolen. . . .10 

While security is incredibly lax, accountability is nonexistent. The facts about the magnitude of this problem are sobering: There is no national fissile material control and accounting in Russia. No one knows exactly how much plutonium or HEU they have, and at most sites they do not even know if any plutonium or HEU is missing.11 The deputy chairman of the nuclear oversight agency Gosatomnadzor (GAN), Yuri Zubkov, said that Russia is facing a critical problem of establishing strict control and accounting for nuclear materials. We are just at the beginning.12 Creating such a system will be a gigantic task. And while the system is slowly being built by a government beset with financial difficulties and rampant graft and corruption, struggling in an insecure world, it will be increasingly difficult for unpaid, desperate employees to resist the fortunes offered for an unaccounted fistful of radioactive doom. 

While nuclear materials trafficking is not a new phenomenon, the scale of activity has increased dramatically since the breakup of the Soviet Union. The potential exists for trafficking in nuclear materials to totally overwhelm the current nuclear nonproliferation regime.13 Since 1991, the number of cases reported by Western European authorities has increased steadily. In 1994, for example, a report submitted to President Boris Yeltsin by the Russian Counterintelligence Service (the FSK) estimated that in the second half of 1993 there were 900 thefts from military and nuclear plants.14 The director of the Federal Bureau of Investigation (FBI), Louis Freeh, has called nuclear smuggling the greatest long term threat to the security of the United States.15 

There have been a number of sensational news accounts about the growing number of trafficking incidents.16 The US Department of Energy (DOE) has concluded, however, that most of the nuclear smuggling cases have been nothing more than profit motivated scams involving bogus material, which were perpetrated by opportunists and con-artists.17 Government and police authorities in Western Europe have also claimed that they are succeeding in their efforts to stop, catch, and deter nuclear materials traffickers. It is fatuous to assume, however, that law enforcement activities in this area can be any more successful than they have been against drugs or other forms of illegal trafficking or smuggling. 

Even if intelligence agencies and law enforcement are remarkably more successful in interdicting nuclear material than in interdicting other illicit products, it would be presumptuous to assume that they are able to seize more than sixty to seventy percent. The implication is that at least one-third of the nuclear material that is stolen and traded illegally escapes detection and seizure.18
Western assistance will, nevertheless, help stem and may reduce or eliminate some of these proliferation risks. Of course, the consequences of failure are incentive enough to undertake proscriptive measures to assist these states. Numerous and diverse actions have been taken by the US and others to counter this grave proliferation threat. 

Western Support to the former Soviet Union
The most significant US initiative is in allocating funds under the cooperative threat reduction program, first authorized by Congress in November 1991 (also referred to as the Nunn-Lugar program),19 for the physical protection, control, and accountancy of fissile materials. Under the cooperative threat reduction initiative and a laboratory to laboratory program, the US has been able to make some progress towards establishing a national material control and accounting system and in helping individual facilities with their physical protection programs. As explained by one DOE official, the US strategy is to improve facility infrastructure and control over fissile materials, deploy technology to assist in bringing Russian facilities up to minimal IAEA standards, and institute national standards and systems for control and accounting of all fissile materials.20 

Internationally, one of the ongoing efforts by the International Atomic Energy Agency (IAEA) and the Western powers is to assist the newly independent states of the former Soviet Union21in improving their systems for control of nuclear materials and relevant non-nuclear materials and equipment. The purpose of these donor programs is to substantially upgrade material control, accounting, and physical protection systems at high risk facilities and to engage responsible government authorities and facility personnel in a cooperative effort to achieve national systems of materials accountancy and physical protection. 

Since 1991, the US and the member states of the European Union (EU) have also undertaken a variety of new measures to respond to the clear and present danger of nuclear materials trafficking.22 In addition to assisting the states of the former Soviet Union in establishing effective material control, accounting, and physical protection systems, a number of cooperative and information sharing arrangements have been undertaken to stop and deter the growing trade in nuclear materials. The European Union has now recognized the need for greater cooperation, and has already embarked on programs of information sharing, scientific analysis, and customs cooperation with the newly independent states. 

The Proliferation of Civilian Stockpiles of Fissile Materials
The production and stockpiling of plutonium from civilian reactors is also one of the world's sleeping disasters. While amounts depend on reactor types and sizes, all nuclear reactors produce plutonium.23 As one expert warned: 

The greatest long term threat to. . . the world may yet lie in the production and use of nuclear explosive materials in civilian commerce. If civilian plutonium programs proceed as planned around the world, more than 500 metric tons of plutonium will be separated from the spent fuel of nuclear power reactors by the year 2010, of which at least 300 tons will be stockpiled as surplus.24
Growing stockpiles of civilian or reactor grade plutonium in Western Europe and Japan alone will be sufficient for 47,000 bombs. According to one reliable source, most of the world's 1,000 tons of plutonium are in civilian hands and yet only 30 percent (Britain, France, and the non-nuclear weapon states) is under international safeguards.25 And while plutonium use will be uneconomical for the next 30 to 50 years,26 billion dollar reprocessing plants in Britain and France continue to reprocess and separate an average of 21 tons of plutonium a year.27 By 2010 a total of 545 tons will have been separated, mostly from Britain and France, with Russia, China, and possibly Japan also contributing.29 

There are several approaches being proposed to address this problem, none of which are cheap or definitive. All solutions proposed so far ultimately involve disposing of plutonium in geologic repositories. Cost figures vary,30 but they are hardly exorbitant sums in relation to the security benefits. There is no way to avoid paying a price for the processing and eventual elimination of plutonium since to do nothing would have potentially catastrophic consequences both in terms of environmental contamination and proliferation risk. Absent concerted political efforts to resolve this problem now, however, the world will face not only an increasing proliferation risk but the potential for an environmental or terrorist initiated catastrophe as a result of mismanagement, theft, or accident. 

Unabated Demand: Threshold, Pariah States, and Fissile Materials 

Don't fight the Americans without nuclear weapons. 

Indian chief of staff in response to a question about the lesson of the Persian Gulf War
There are a number of reasons why the fears and ambitions of less developed nations lead them down the nuclear weapon acquisition path. It is interesting to note that the industrialized West has rarely addressed the demand side of nuclear proliferation. US and international attention needs to move beyond the symptoms of proliferation to its causes. It may seem easier to control supply, yet it is demand that raises the tide of proliferation. Supply side controls are small steps; they may be easy to implement but in the end can only retard nuclear weapon proliferation not prevent it. The most obvious and recent example of this is South Africa. The South African nuclear weapons program was carried out under strong United Nations sanctions and an international embargo. And yet, in about 10 years, involving roughly 400 scientists and technicians, it was able to develop and produce six nuclear weapons at a cost of about $900 million. 

The demand side approach addresses the needs and motives of nations that seek fissile materials and nuclear technology for their nuclear weapons programs.32 Clearly, there is no single motive that explains the proliferation decisions of every country. Likewise, no single policy prescription will address every motive. Nevertheless, once one understands the reasons and motives of a particular country as it pursues a nuclear weapons acquisition capability, strategies can be crafted to attenuate or roll back the demand for nuclear weapons. In this regard, it is worth considering what one expert wrote in 1990: 

The nuclear states should attempt to understand the motivation for some developing countries to retain their theoretical nuclear option. The basic driving forces behind a nation's quest for nuclear weapons are its perceptions of security and national interests, as well as a sense of national pride, and we must appreciate that nation's own point of view if we are to take any effective steps to mitigate its concerns. Clearly, the smaller states of the world, particularly in regions where they are overshadowed by one or two regional powers, would have the greatest reason to feel insecure. Unless these legitimate security concerns of threshold states are met and dealt with effectively, the political and psychological incentives for them to retain a nuclear option will remain.33
While rollback remains possible and efforts should continue, it is highly unlikely that the efforts of the US or other nations can succeed in the short term. Consequently, we must continue to pursue a combination of strengthened and expanding nonproliferation norms along with enhanced supply side initiatives to keep the political and economic costs of proliferation high. 

The Inadequacy of IAEA Safeguards 

The International Atomic Energy Agency was originally established in 1956 to foster the exchange of scientific and technical information on peaceful uses of atomic energy and to establish a safeguards system to ensure that fissile materials are not used in such a way as to further any military purpose.34 Unfortunately, for a number of technical and political reasons, the IAEA has not been able to meet the aspirations of its members concerned with the illicit diversion of fissile materials. A low point for the agency was the post-gulf War revelations of Iraq's nuclear weapons program, in contrast to the IAEA's finding in August 1990 (the month that Iraq invaded Kuwait) that Iraq was in complete compliance with its treaty obligations.35 For years, doubts have been expressed about the IAEA's ability to detect illicit diversions of nuclear materials and the effectiveness of safeguards where substantial amounts of HEU or plutonium are involved.36 Today not much has changed as numerous experts have questioned the ability of the IAEA to safeguard existing reprocessing facilities.37 

There are a number of technical problems with instituting verification systems that are 100 percent effective. As much as 3 percent of plutonium at reprocessing facilities is unaccounted for and subject to illicit diversion. As one expert has noted, in some facilities 3 percent is more than enough to make several nuclear weapons per year.38 The IAEA also cannot detect the diversion of significant quantities of fissile material in a timely manner through its safeguard methods of containment, surveillance, and material control and accountability. The IAEA has acknowledged that, due to measurement uncertainties, its material accounting system cannot with confidence detect the diversion of bomb quantities of nuclear material.39 

The IAEA has recognized that gaps exist in the current safeguards system. Accordingly, it has undertaken a number of reform measures to strengthen the safeguards/verification regime since the disclosure of the Iraqi nuclear weapons program. Probably the most significant is the IAEA Board of Governors' decision in February 1992 to approve conducting special inspections on short notice at suspected sites of diversion or other illicit, unsafeguarded nuclear activities.40 Also decided and reaffirmed were members' authority and responsibility to share information on suspect activities that are in violation of a member's obligations either under the NPT or a safeguards agreement. 

Nevertheless, the IAEA will need a budget increase if it is to implement the proposed measures to strengthen safeguards. It has been operating for over 10 years on a zero growth, fiscally constrained, budget while the amount of fissile material under IAEA safeguards has been increasing at the rate of 10 percent per year. Consequently, the IAEA's fullscope safeguards regime is overburdened and understaffed. IAEA safeguards arrangements in non NPT nations are under even greater pressure because the agency's inspectors, whose role is limited to verification of inventories that are declared for inspection, cannot seek out clandestine activities or stockpiles. The Clinton administration has committed to providing fund increases, a necessary requirement if the IAEA is to ever have a chance at achieving its stated goals. Only the IAEA has the international mandate to oversee nuclear programs like those in North Korea and Iraq, which provide to the world a window on nuclear programs we would not otherwise have. 

The Nonproliferation Regime as a Framework for controlling Fissile Materials
The Nuclear Nonproliferation Treaty is the centerpiece of the nonproliferation frame work. The recent agreement by the state parties to indefinitely extend the NPT 41 signifies, in part, the recognition by the non-nuclear, nonaligned states that the NPT is not just a lever for moving the nuclear weapons states towards disarmament. It is, rather, a protective shield to ward off regional arms races and nuclear dangers. Nuclear weapon states and non-nuclear weapon states alike have concluded that their own security interests are better served by an international regime in which it is preferable to have regional adversaries agree to not develop or acquire a nuclear weapons capability rather than one in which states retain the option of developing such weapons themselves. The greatest benefit in being a part of this important international norm is that derived from normal political and economic relations. As former Defense Secretary James Schlesinger has pointed out, the distinction between nuclear and non-nuclear weapons states is not going to be eliminated. It is in the interest of all the nations that desire stability for the United States to continue to have a deterrent sufficiently impressive to deter weapons use by other states."42 

There have been a number of positive initiatives and measures proposed to build on this global norm. These have included negotiating a fissile material cutoff regime, establishing regional nuclear weapons free zones, strengthening security assurances from nuclear weapon states, and harmonizing and expanding export controls. 

A Fissile Materials Cutoff Regime
The purpose of a fissile materials production cutoff treaty would be to strengthen nuclear nonproliferation norms by adding a binding international commitment to existing constraints on nuclear weapons usable fissile material. The proposed treaty would ban the production of fissile materials for nuclear weapons or other nuclear explosive devices. It would not address stockpiles. The convention would prevent the introduction of new fissionable materials to replace those removed from the US and Russian military weapons programs as warheads are destroyed. 

US and international attention needs to move beyond the symptoms of proliferation to its causes. 

The primary goal of the cutoff treaty is to obtain the participation of those states that have unsafeguarded enrichment and reprocessing facilities (for example, India, Pakistan, and Israel). In sum, the proposed convention is addressed to nuclear powers and threshold nuclear states alike. Unfortunately, some threshold states, such as Pakistan, and others 43 have insisted that any fissile materials control regime include banning all existing stockpiles and not just capping fissile materials production.44 This proposal will almost certainly delay, and possibly doom, the negotiations for a cutoff treaty. All of the nuclear weapons states will oppose it, and India has already stated it will not accept expanding the scope to include stockpiles.45 

That does not mean, however, that the US should give up in its efforts. Like other nonproliferation initiatives, the best opportunity for a cutoff treaty will come in the context of progress in other initiatives. Forward movement in a multilateral framework on issues like a comprehensive test ban will perhaps create a climate that will sooner rather than later result in the successful negotiation of a cutoff treaty. While that day may only be realized after progress in resolving regional security issues, that does not lessen the need to continue multilateral efforts such as the cutoff treaty proposal that could be part of a regional solution to rolling back a nuclear weapons program. 

Nuclear Weapons Free Zones
Nuclear weapons free zones (NWFZ) have been proposed for various geographical areas since the mid 1950s. Yet to date the Treaty of late lolco and the Treaty of Rarotonga (South Pacific nuclear free zone)46 are the only ones establishing nuclear free zones in populated areas.47 Although there is some disagreement over the essential elements of NWFZs, such zones usually combine (1) commitments by the parties not to acquire, develop, or possess nuclear explosive devices; (2) undertakings by nuclear weapons states (NWS) not to use or threaten to use nuclear weapons against states in the zone; and (3) agreement by both the parties and the NWS not to station nuclear weapons in the zone.48 

The US has supported efforts to establish effective NWFZs in regions of real nonproliferation concern, such as the South Asian subcontinent, the Korean Peninsula, Africa, and the Middle East.49 NWFZs are an effective supplement to international efforts to prevent the spread of fissile materials for nuclear weapons programs, and they can help roll back proliferation where it has already occurred. The US should continue to encourage the inclusion of provisions banning the production or stockpiling of fissile materials in the proposed NWFZs. 

Positive and Negative Security Assurances
Positive security assurances are enshrined in UN Security Council Resolution 255: 

Aggression with nuclear weapons or the threat of such aggression against a non-nuclear-weapon State, would create a situation in which the Security Council and above all its nuclear weapon State permanent members would have to act immediately in accordance with their obligations under the United Nations Charter.50
Negative security assurances are simply promises not to use or threaten to use nuclear weapons. All five nuclear weapons states have made such assurances. There are two aspects to these declarations. First, they are unilateral and can be revoked at any time. Second, with the exception of China,51 they are conditional. The US declaration of 1978 is representative: 

The United States will not use nuclear weapons against any non-nuclear weapon State Party to the NPT or any comparable internationally binding commitment not to acquire nuclear explosive devices, except in the case of an attack on the United States, its territories or armed forces, or its allies, by such a State allied to a nuclear weapon State or associated with a nuclear weapon State in carrying out or sustaining the attack.52
Security assurances have been a significant dissuasive factor to some states' nuclear ambitions53 and should not therefore be wholly discounted. A number of possibilities exist to strengthen those assurances and, in turn, steadily enhance nonproliferation norms that will reinforce procedural, economic, and political constraints placed around nuclear weapon aspirants. 

One possibility would be for the NWS to agree not to escalate any conflict to the nuclear level without first consulting with the UN Security Council.All nations would be asked to declare their support for such an agreement.54 Frankly, it is hard to conceptualize a circumstance in which the US or other NWS would use nuclear weapons without at least consulting with other allies or the Security Council.55 Creating a legally binding agreement would also attenuate some but not all of the criticisms regarding the discrimination created by the NPT. Also worth pursuing is the creation of a legally binding, universal convention in which all parties agree to provide assistance, within national resources, if any other party is subjected to nuclear attack.56 

Export Control Regimes and the Harmonization of Export Control Law
One way the US and its Western allies have attempted to limit the spread of fissile materials is through multilateral export control arrangements. These multilateral arrangements do keep the costs of acquiring a nuclear weapons capability high. Although the supply side barriers imposed on the spread of fissile materials can be overcome, they add a substantial economic price, and also a penalty, because states suspected of embarking on nuclear weapons programs are denied the technology that might otherwise have been used quite legitimately for civilian purposes. 

The primary multilateral arrangement for coordination of efforts in controlling the supply of nuclear materials, equipment, and technology is the Nuclear Suppliers Group (NSG).57The NSG has adopted a set of supplier guidelines58 that now include requiring IAEA inspections and accounting of all fissile materials in the recipient country, and the recipient country agreeing not to transfer such materials without the permission of the exporting country. These guidelines are more stringent than that required by NPT membership and are a key part of ensuring that fissile materials are not diverted from those states that legitimately possess them for peaceful purposes to those that do not. 

Another possible mechanism to coordinate efforts against smuggling of these materials is to negotiate an international convention or treaty making the smuggling of fissile materials a crime against international law.59 Such a treaty regime would, at a minimum, open up additional avenues for cooperation and information sharing among states to interdict and stop smuggling, and would possibly inhibit their clients from choosing this method of acquiring fissile materials. 

No Easy Solutions or Quick Fixes
A number of experts in this area have confided that it may require some catastrophic event, similar to the Oklahoma City bombing disaster, in order to energize the international community to work in concert to eliminate this problem. It is an unfortunate fact that the US and other governments, and the American people, tend to react to situations rather than anticipate them. Clearly, the danger is so great and the threat so immediate that US policymakers and the public need to recognize the illicit diversion of fissile materials as a critical and urgent national security priority, one that will require top level attention, public education, and sufficient resource allocation if we are to eventually prevail over this new security challenge. One can only hope that a tragedy will not be necessary for galvanizing the world to action and that we will achieve progress toward an international consensus that it is in nobody's interest to acquire these materials for illicit purposes. 

In examining current efforts and an exhaustive list of Anew ideas on how to stop the proliferation of fissile materials, it is hard to see how any strategy, no matter how clever the conception or assiduous the implementation, could do more than meliorate the fundamental problem. The problems of the former Soviet Union are too diverse and complex to solve overnight. Nor can the US buy up all the fissile materials that are of proliferation concern, although it would be wiser and, in the long run, cheaper to try rather than to spend trillions of dollars later to defend against the future use of these materials in weapons. And, since no country can hope to match the US in conventional arms, US success in the Persian Gulf War certainly sowed the seeds of future proliferation even as it uprooted one of the more dangerous threats. 

Of course, our nonproliferation efforts have not been fruitless. In many respects, the nonproliferation regime has been successful, particularly when one evaluates it against the likely result of its absence. A number of countries have given up their nuclear ambitions (Argentina, Brazil, and South Africa are the most recent). There is no denying, however, that a number of states are actively, if covertly, seeking the wherewithal to manufacture nuclear weapons. A combination of regional factors, gaps in the nonproliferation regime, and, at times, indifference to the problem by Western states have all contributed to the likelihood that within the near future there will be a political crisis involving a newly armed nuclear state or terrorist group. 

While unprecedented progress has been made in global and regional nonproliferation measures, we must not allow that progress to blind us to the fact that in an imperfect world no amount of effort will stop a determined proliferator. Consequently, the US because it and no other state can must be prepared to respond effectively when those proliferation threats do occur. Ultimately, there will be no silver bullet to stop the spread of fissile materials. No system is fool proof. Recent experiences with Iraq and North Korea demonstrate the necessity of being adequately prepared to respond to proliferation threats. However, those that believe the effort is not worth it, that the continuing spread of fissile materials is inevitable, are wrong. Tough supply side controls can tighten the spigot to a slow drip while time and commonality of interests in nonproliferation can change the political motivation to acquire nuclear weapons. One hopes that there will eventually be a seamless web of measures in the international community as a whole exercising the political will to ultimately end the threat of a nuclear catastrophe.ž 
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